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Abstract

The escalating complexity and dynamism of the cybersecurity landscape necessitates a robust, adaptive
framework for the integration, analysis, and dissemination of cybersecurity knowledge. This paper
introduces the Cybersecurity Ontology Network (CON), a foundational step towards establishing a
comprehensive Cybersecurity Knowledge Graph (CKG). The CON framework is designed to semantically
organize and interconnect diverse cybersecurity information, focusing on software components, thus
including vulnerabilities, libraries, and projects. By leveraging ontological structures, CON enables
a more nuanced, context-aware synthesis of cybersecurity data from disparate sources, facilitating
advanced analytical capabilities.
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1. Introduction

Data-centric architectures in enterprises emphasize the role of data as first class citizens,
as opposed to the traditional “one application one database” architectures, that emphasized
applications over data [1, 2]. Companies have realized that data is their most important asset,
whereas applications are ephemeral.

Knowledge Graphs (KGs) [3] generally combine data from different sources of varying
structure and granularity. From an industrial perspective, the concept of enterprise KG (EKG)
[4] would facilitate the development of a KG that contains and connects all the relevant data
for a company. The industrial relevance of EKGs is supported by the existence of the OMG
EKG Forum!. Despite graph-based representations do not require a schema, KGs are usually
structured by the content of ontologies, which also provide a precise meaning to the data
represented in the KG.
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Cybersecurity is one of the most salient domains in this transition to EKGs, since it requires up
to date data from heterogeneus sources that needs to be integrated. We present the Cybersecurity
Ontology Network (CON), a first step towards the creation of a Cybersecurity KG at Siemens
Energy (SE).

2. The need for data integration in Cybersecurity

Currently, information related to Cybersecurity at SE is scattered in data silos: software projects,
software library data, and vulnerabilities. Figure 1 shows that (1) the software project data
stores information about the organization that owns the project, the authors of the software
project, the name, the components, etc.; (2) the software library data includes information about
software libraries, their versions, dependencies with other libraries, etc.; and (3) the vulnerability
data includes information about the name, effect, level of risk and mitigation of risk, and the
libraries and versions affected by the vulnerabilities.

From this description it can be easily noticed that there is an overlap in the data, but that
the heterogeneity of the data makes their interoperability difficult. The lack of interoperability
implies that answering critical questions such as the next ones becomes cumbersome:

« Which components are affected by the Vulnerability CVE-2021-33430?
o If I update a package then how is that updating going to affect other packages?
« Which components can be updated in the projects affected by the vulnerability?
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Figure 1: Current data silos pertaining to cybersecurity at SE.

The KG approach would speed up the process of getting the answers to those questions
through meaningful data integration and exploitation. The first step towards such graph is the
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Figure 2: By relating vulnerabilities to software libraries and software libraries to software projetcs, a
comprehensive picture of cybersecurity is obtained.

ontology that provides the structure and meaning to the data, that is, the set of classes and
properties of the entities involved, and hence facilitate integration. Figure 2 depicts a possible
graph-based representation and connection of the entities described in Figure 1. There, we can
see how overlapping entities are not represented in a redundant way and that there are links
connecting the previous data silos. In the next section, we describe how we are approaching
the development of the ontology network that will enable data interoperability for the effective
management of software vulnerabilities.

3. The Cybersecurity Ontology Network

The Cybersecurity Ontology Network (CON) is an OWL? ontology developed with the ontology
editor Protégé [5]. CON is based on the CycloneDX specification®, and all the elements of the
specification can be found in the ontology (Figure 3). Therefore, the current CON is focused on
the central element of CycloneDX, that is, the Software Bill of Materials (SBOM).

An SBOM is essentially a comprehensive inventory of all the components that make up a
piece of software. This includes not only the direct code written by the software developers
but also any third-party components, libraries, frameworks, and other dependencies that the
software uses to function. The component class presents a rich axiomization as seen in Figure
4. For example, a common pattern used in different parts of the ontology is the inclusion of a
covering axiom when the specification presents a given set of values (Figure 4). The mapping

*https://www.w3.org/TR/owl2-overview/
*https://cyclonedx.org/specification/overview/
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annotation property has been used to provide best practices when the ontology is used to map

data from external sources to RDF (Figure 4).
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Figure 3: Main entities of CON: classes (left), object properties (center), data properties (right).

4. Conclusions

In this work we have presented the initial steps towards the development of a KG for handling
cybersecurity information. The CON offers a vocabulary to model vulnerabilities and affected
libraries and projects. Its design has been driven by the practicalities of KG generation. In
future extensions, the vulnerability and the software library modules will be further developed.
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Figure 4: Axioms of the class Component. The covering axiom can be appreciated in the bottom right,
under Disjoint Union Of: application, container, etc. There are two MAPPING annotation properties, in
the annotation pane (Top right), presenting information on how to use the ontology to map information
to RDF: how to create the appropriate URI and what values to use for rdfs:label and rdfs:comment
properties.
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